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ESTABLISING CONSENSUS OF SECURITY 
TRANSACTIONS 

CLAIM OF PRIORITY 

[ 0006 ] An unlimited number of side ledgers , which rep 
resent a subset of global trade asset ownership and orders , 
can be created from a single primary ledger distributed to a 
plurality of nodes . Each data block in the primary ledger 
contains a unique cryptographic hash . The hashes can be 
made available to all authorized parties ( e . g . , brokers , trad 
ers , custodians , exchanges ) and can be used to provide an 
audit of settlement ( i . e . , a summary of transactions ) . 
[ 0007 ] Because transactions can be verified by the cryp 
tographic signatures , the period of time traditionally needed 
by brokers , traders , etc . , to review and dispute order infor 
mation is no longer necessary . A matching ( i . e . , validated ) 
signature guarantees that a particular broker generated and 
authorized the trade . 

[ 0001 ] This application is a continuation application of 
U . S . patent application Ser . No . 15 / 467 , 727 , entitled 
‘ BLOCKCHAIN TECHNOLOGY TO SETTLE TRANS 
ACTIONS , ” and filed Mar . 23 , 2017 , which claims priority 
to U . S . Provisional Application No . 62 / 312 , 376 , entitled 
“ BLOCKCHAIN TECHNOLOGY TO SETTLE US EQUI 
TIES , ” and filed Mar . 23 , 2016 . U . S . patent application Ser . 
No . 15 / 467 , 727 is a continuation application of U . S . patent 
application Ser . No . 14 / 838 , 290 , entitled “ REAL - TIME 
SETTLEMENT OF SECURITIES TRADES OVER 
APPEND - ONLY LEDGERS , ” and filed Aug . 27 , 2015 , 
which claims priority to U . S . Provisional Application No . 
62 / 154 , 001 , “ entitled “ SYSTEMS AND METHODS FOR 
SETTLING TRADES , ” and filed Apr . 28 , 2015 , and U . S . 
patent application Ser . No . 15 / 078 , 768 , entitled “ DISTRIB 
UTING WORK LOAD OF HIGH - VOLUME PER SEC 
OND TRANSACTIONS RECORDED TO APPEND 
ONLY LEDGERS , ” and filed Mar . 23 , 2016 . The 
applications listed above are all incorporated by reference in 
their entirety . 

TECHNICAL FIELD 
[ 0002 ] Various embodiments concern the clearing and 
settlement process of exchange - traded securities . More spe 
cifically , various embodiments relate to systems and meth 
ods that enable real - time gross settlement of executed trades . 

BACKGROUND 
[ 0003 ] When securities trades are executed on a major 
exchange , the security goes through a settlement process 
whereby the equity ( e . g . , securities ) are delivered , typically 
in exchange for money , to fulfill a contractual obligation . 
However , the traditional settlement process is costly , time 
consuming , and error prone . For example , in the United 
States , the settlement date for marketable stocks is usually 
three business days after the trade is executed . But a number 
of risks can arise during the settlement interval and , in 
addition to being time - consuming , some trades are ulti 
mately disputed and never settled . These failed transactions 
are costly to the financial industry . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0008 ] . FIG . 1 is an equity exchange and settlement pro 
cess as may traditionally occur on the trade date ( “ T ” ) . 
[ 0009 ] FIG . 2 is an equity exchange and settlement pro 
cess as may traditionally occur one business day after the 
trade date ( “ T + 1 ” ) . 
[ 0010 ] FIG . 3 is an equity exchange and settlement pro 
cess as may traditionally occur two business days after the 
trade date ( “ T + 2 ” ) . 
[ 0011 ] FIG . 4 is an equity exchange and settlement pro 
cess as may traditionally occur three business days after the 
trade date ( “ T + 3 ” ) . 
[ 0012 ] FIG . 5 is a work flow diagram of a straight - through 
gross - settlement process that occurs in real - time according 
to various embodiments . 
[ 0013 ] . FIG . 6 illustrates the custodial relationships gen 
erated by a system that uses distributed ledgers to provide 
audits in real - time as may occur in some embodiments . 
[ 0014 ] FIG . 7 illustrates the default fallback position if the 
system determines the clearing instructions are invalid as 
may occur in some embodiments . 
[ 0015 ] FIG . 8 is a flow diagram of a process for enabling 
gross settlement of executed trades in real - time according to 
various embodiments . 
[ 0016 ] FIG . 9 is a communication chart describing an 
investment manager interacting with an order management 
system . 
[ 0017 ] FIG . 10 is a communication chart describing a 
broker interacting with an order management system . 
[ 0018 ] FIG . 11 is a communication chart describing a 
broker executing trades . 
[ 0019 ] . FIG . 12 is a communication chart describing 
actions taken by an exchange . 
[ 0020 ] FIG . 13 is a communication chart describing how 
a clearing broker interacts with a dark pool exchanges . 
[ 0021 ] FIG . 14 is a communication chart describing clear 
ing system interaction with an external system nodes . 
[ 0022 ] FIG . 15 is a block diagram describing an embodi 
ment of tiers of cryptographic ledgers . 
[ 0023 ] FIG . 16 is a block diagram describing regulatory 
communication . 
[ 0024 ] FIG . 17 is a block diagram with exemplary com 
ponents of a settlement system 900 for accelerating the 
settlement process . 
[ 0025 ] FIG . 18 is a block diagram illustrating an example 
of a computer system in which at least some operations 
described herein can be implemented according to various 
embodiments . 

SUMMARY 
[ 0004 ] Various embodiments described herein hasten the 
process by which securities are bought , sold , and delivered 
( “ the settlement process ” ) by using cryptographic hashes . 
That is , various embodiments enable real - time , or near 
real - time , gross settlement of trades . 
[ 0005 ] Brokers or traders first include cryptographically 
signed instructions with their order . The cryptography struc 
ture may be based on public and private keys that identify 
individual brokers and traders . An exchange , which is an 
organized market for trading securities , commodities , etc . , 
processes the trades and generates a trade report that sum 
marizes the transaction . In some embodiments , clearing 
instructions are then processed and sent to one or more 
appropriate clearing brokers . The trade report and crypto 
graphically - signed instructions can be bundled into an 
append - only , cryptographic , ledger which is an electronic 
record of the transaction . 
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[ 0026 ] FIG . 19 is a block diagram of the system architec - 
ture of append - only ledger generation software . 
[ 0027 ] FIG . 20 is a block diagram of transaction batching . 
[ 0028 ] FIG . 21 is a block diagram of distributing additions 
to the append - only ledger . 

DETAILED DESCRIPTION 
[ 0029 ] Traditional trade settlement processes using in by 
the financial industry can take up to three days to complete , 
as illustrated by FIGS . 1 - 4 . FIG . 1 illustrates what occurs on 
the day of the trade ( also referred to as “ T ” ) . Brokers , also 
referred to as buyers and sellers ( e . g . , of equities ) , can agree 
to an exchange . For example , brokers may agree to 
exchange equity ( e . g . , stock ) in a particular company for 
cash . Once an exchange has been agreed to , a trade report is 
generated . 
[ 0030 ] In some instances , the trade report is sent to a 
clearing broker or clearing house that acts as a liaison 
between the broker ( s ) and a clearing corporation . The clear 
ing broker ensures the trade is settled appropriately and the 
transaction is successful . The trade report can then be 
transmitted by the clearing house to the National Securities 
Clearing Corporation ( NSCC ) . In some instances , the trade 
report is sent directly to the NSCC ( i . e . , no clearing house 
involved ) . The NSCC provides clearance , settlement , and 
information services for the equities . Moreover , the NSCC 
offers multilateral netting such that brokers can offset buy 
and sell positions into a single payment obligation . 
[ 0031 ] FIG . 2 illustrates what occurs one business day 
after the day of the trade ( also referred to as “ T + 1 ” ) . Here , 
clearing batches are sent to each of the brokers , who have an 
opportunity to review and submit a contra report if a 
particular transaction is unfamiliar . But this often causes a 
significant delay because brokers are given one business day 
to review and manually dispute any potential trade . 
[ 0032 ] There are a number of reasons why a broker may 
dispute a trade . For example , the broker may not know or 
remember the trade . Such trades are commonly referred to 
as “ DK ' d ” trades , which indicates the broker " doesn ' t 
know ” the trade . Part of the reason that DK ' d trades happen 
in industry is that it is difficult to know who was at fault in 
causing the inaccurate information . Brokers may generate 
new orders every millisecond , which are matched by the 
exchange , but the exchange does not have time to check 
back with the broker to confirm order instructions and still 
match trades efficiently . 
[ 0033 ] FIG . 3 , meanwhile , illustrates what occurs two 
business days after the day of the trade ( also referred to as 
“ T + 2 ' ) . Reconciliation batches are sent from the exchanges 
to the NSCC , either directly or through a clearing broker / 
house . Finally , the NSCC transmits settlement instructions 
to the Depository Trust Company ( DTC ) three business days 
after the trade , as illustrated by FIG . 4 . 

physical device that causes the device to know which other 
devices to communicate with and contribute with the net 
work . 
[ 0036 For purposes of the disclosure , the terms “ immu 
table ” or “ append - only with reference to ledgers mean that 
once data has been entered into the ledger , that data is not 
changed . To repair errors on the ledger new data is added 
which reverses the erroneous data . Despite that data may not 
be changed , over time , the ledger may be truncated or 
archived . 
[ 00371 Reference in this specification to " one embodi 
ment ” or “ an embodiment ” means that a particular feature , 
structure , or characteristic described in connection with the 
embodiment is included in at least one embodiment of the 
disclosure . The appearances of the phrase " in one embodi 
ment ” in various places in the specification are not neces 
sarily all referring to the same embodiment , nor are separate 
or alternative embodiments mutually exclusive of other 
embodiments . Moreover , various features are described 
which may be exhibited by some embodiments and not by 
others . Similarly , various requirements are described which 
may be requirements for some embodiments but not other 
embodiments . 
[ 0038 ] . Unless the context clearly requires otherwise , 
throughout the description and the claims , the words " com 
prise , " " comprising , " and the like are to be construed in an 
inclusive sense , as opposed to an exclusive or exhaustive 
sense ; that is to say , in the sense of “ including , but not 
limited to . ” As used herein , the terms " connected , 
“ coupled , " or any variant thereof , means any connection or 
coupling , either direct or indirect , between two or more 
elements ; the coupling of connection between the elements 
can be physical , logical , or a combination thereof . For 
example , two devices may be coupled directly , or via one or 
more intermediary channels or devices . As another example , 
devices may be coupled in such a way that information can 
be passed there between , while not sharing any physical 
connection with one another . Additionally , the words 
" herein , " " above , " " below , " and words of similar import , 
when used in this application , shall refer to this application 
as a whole and not to any particular portions of this 
application . Where the context permits , words in the above 
Detailed Description using the singular or plural number 
may also include the plural or singular number respectively . 
The word “ or , ” in reference to a list of two or more items , 
covers all of the following interpretations of the word : any 
of the items in the list , all of the items in the list , and any 
combination of the items in the list . 
100391 . If the specification states a component or feature 
“ may , " " can , " " could , " or " might ” be included or have a 
characteristic , that particular component or feature is not 
required to be included or have the characteristic . 
[ 0040 ] The term “ module ” refers broadly to software , 
hardware , or firmware ( or any combination thereof ) com 
ponents . Modules are typically functional components that 
can generate useful data or other output using specified 
input ( s ) . A module may or may not be self - contained . An 
application program ( also called an " application ” ) may 
include one or more modules , or a module can include one 
or more application programs . 
f0041 ] The terminology used in the Detailed Description 
is intended to be interpreted in its broadest reasonable 
manner , even though it is being used in conjunction with 
certain examples . The terms used in this specification gen 

Terminology 
[ 0034 ] Brief definitions of terms , abbreviations , and 
phrases used throughout this application are given below . 
[ 0035 ] For purposes of the disclosure , the term “ node ” 
refers to a contributor on a distributed network . The node 
exists on a computer or a server . The physical device is 
referred to a node in as much as the physical device is 
programmed to contribute to the network . The word “ node ” 
can additionally refer to the programming or software on the 
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erally have their ordinary meanings in the art , within the 
context of the disclosure , and in the specific context where 
each term is used . For convenience , certain terms may be 
highlighted , for example using capitalization , italics , and / or 
quotation marks . The use of highlighting has no influence on 
the scope and meaning of a term ; the scope and meaning of 
a term is the same , in the same context , whether or not it is 
highlighted . It will be appreciated that same element can be 
described in more than one way . 
[ 0042 ] Consequently , alternative language and synonyms 
may be used for any one or more of the terms discussed 
herein , and special significance is not to be placed upon 
whether or not a term is elaborated or discussed herein . 
Synonyms for certain terms are provided . A recital of one or 
more synonyms does not exclude the use of other synonyms . 
The use of examples anywhere in this specification includ 
ing examples of any terms discussed herein is illustrative 
only , and is not intended to further limit the scope and 
meaning of the disclosure or of any exemplified term 
Likewise , the disclosure is not limited to various embodi 
ments given in this specification . 

System Topology Overview 
[ 0043 ] Various embodiments are described herein that 
enable gross settlement of trades to occur in real - time . More 
specifically , various embodiments relate to systems and 
methods for including cryptographically - signed clearing 
instructions with an order ( e . g . , to purchase or sell securities ) 
to be carried out by an exchange . 
[ 0044 ] FIG . 5 is a work flow diagram of a straight - through 
gross - settlement process 500 that occurs in real - time accord 
ing to various embodiments . A broker 502a - b can include 
clearing instructions ( “ Signed Authorization " ) that are cryp 
tographically - signed with each order 504a - b . The crypto 
graphic signature ensures the broker 502a - b generated an 
order 504a - b that exactly matches the signature . The order 
will fail to match the signature even if only a single character 
is changed . Therefore , only a party with access to a cryp 
tographic private key owned by the broker 502a - b is able to 
generate a valid ( i . e . , matching ) signature . 
[ 0045 ] After processing the trade , the exchange 506 can 
generates a trade report 508 for each trade . The clearing 
instructions are then processed and sent to appropriate 
clearing brokers 510 or directly to a settlement system 512 
for settling trades . 
[ 0046 ] The system 512 can bundle a trade report and 
signed clearing instructions into a data blocks . Data blocks 
are inserted into a distributed , append - only ledger . The 
structure is similar to the “ blockchain ” used to support 
Bitcoin transactions ; however , there are no “ Bitcoin Miners ” 
generating new assets and recording the transactions into 
blocks . Rather , the distributed , append - only ledger is oper 
ated by nodes on a distributed network on computers that 
both have and do not have complete copies of the primary 
ledger . Some such nodes store only secondary ledgers to the 
primary ledger . Using a primary ledger , the system 512 is 
able to create an unlimited number of side ledgers , or 
secondary and tertiary ledgers which contain only a subset 
of the global trade orders . 
[ 0047 ] Cryptography can be used to verify the transactions 
within the series of ledgers and keep information ( e . g . , about 
trades , brokers ) private . Each data block recorded on the 
ledgers contains a unique cryptographic hash . The hashes 
are available to all authorized parties , thereby allowing 

brokers and exchanges to review a real - time audit of settle 
ments . Additionally , nodes to the primary ledger may 
include regulatory agencies . 
[ 0048 ] Consequently , brokers are no longer given an 
opportunity to dispute order information in a trade once a 
trade report is generated when using the various embodi 
ments described herein . The process starts with a stream ( or 
several streams ) of transactions . Today , some electronic 
exchanges generate thousands of transactions per second 
and may peak at a much higher rate closer to a million 
transactions per second . Transaction volume is likely to 
increase in the future . In the case of electronic exchanges , a 
trade report is generated for each transaction . 
[ 0049 ] A matching signature assures that a particular bro 
ker generated and authorized specific order instructions , 
rendering the review period unnecessary . When a trade is 
“ matched ” by the system 512 , the signed clearing instruc 
tions are processed and account updates are sent to appro 
priate custodians 514a - b . 
10050 ] In addition to signed clearing instructions , each 
trade can also include signed asset transfer instructions that 
describe what , exactly , the broker 502a - b would like to 
trade . For example , a broker 502a - b may wish to sell 100 
shares of ABC stock for $ 1 , 000 USD . Assuming the broker 
502a - b owns more than 100 shares of ABC stock , the broker 
502a - b can include instructions that indicate which 100 
shares should be sold . In some instances the broker 502a - b 
may own shares of stock that are held by more than one 
custodian . 
[ 0051 ] FIG . 6 illustrates custodial relationships generated 
by a system 600 that uses immutable ledgers to provide 
audits in real - time as may occur in some embodiments . In 
order to record assets balances in real time , the primary 
ledger 602 uses a timestamped , immutable electronic bal 
ance sheet 603 , capable of handling a high volume of 
transactions . This balance sheet 603 will include a time 
stamped transaction log . Timestamped ranges of the balance 
sheet , including transaction log are hashed . The hash value 
can be kept inside or outside the balance sheet for audit 
purposes . 
[ 0052 ] The primary ledger is an append - only data struc 
ture of unalterable history , and each data block within the 
ledger contains a cryptographic hash . The cryptographic 
hash is a function that is nearly , if not entirely , impossible to 
invert ( i . e . , recreate the input data from its hash value alone . 
The cryptographic hash functions generated by the system 
600 described herein reveal no information about the content 
of the data block . Further , each hash function in the ledger 
can be hashed to create a Merkle Root . The Merkle Root , 
which is the hash of all the hashes of all transactions within 
a data block , can securely verify all of the block hashes in 
a ledger without disclosing any information about those 
hashes . The Merkle root may also be used to securely verify 
that a transaction has been accepted . More specifically , 
accepted transactions could be verified by downloading the 
Merkle Root and any block headers , rather than the entire 
ledger . 
[ 0053 ] The system 600 further include additional ledgers 
including secondary ledgers 604a - b which correspond to 
custodians 606a - b . Custodians 606a - b may be able to sim 
ply pull data from secondary ledgers 604a - b to initiate 
account updates . Secondary ledgers 604a - b contain an 
incomplete history of transactions . The secondary ledgers 
604a - b include only those transactions corresponding to 
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securities held by the associated custodian 604a / 606a and 
604b / 606b . The system 600 further includes tertiary ledgers 
608a - d which are include only transactions for securities 
controlled by traders 610a - d . 
[ 0054 ] The balance sheet 603 keeps track of a plurality of 
assets . These assets might include currencies , shares of 
stock , or other securities . Operations to the balance sheet 
603 allow for traders 610 or other users to deposit , withdraw , 
or exchange assets . In addition , operations can be reversed 
by applying the opposite of an earlier transaction . 
[ 0055 ] There are currently many different ways to keep 
track of account balances in real time . One popular way is 
to store account balances in a SQL relational database or a 
“ NoSQL ” database such as a key - value store . This method 
is only scalable up to the maximum transaction rate that a 
particular server is able to handle . In order to achieve higher 
transactions per second , systems are often “ sharded ” across 
multiple servers . 
10056 ] Once the network is partitioned , the well - known 
“ CAP theorem ” states that it is impossible to guarantee both 
consistency and availability ( as defined by the theorem ) . Not 
wanting to sacrifice availability , many systems settle for 
" eventual consistency ” . 
[ 0057 ] Relying on “ eventual consistency ” has many prob 
lems . One is that it forces the application developer to place 
additional checks on data which there is reason to suspect 
may be out of date before performing operations . Just like 
any software , it is easy for the application developer to make 
errors and create bugs in this code . It may be possible for 
applications to accidentally corrupt such data . In some cases 
where transaction logs are lost or not recorded , it may be 
impossible to repair corrupt data . In other cases , it may be 
possible , but difficult and tedious . 
[ 0058 ] In the field of “ Big Data ” , a technique has been 
developed to process and query large streams of data in 
real - time known as “ Lambda Architecture ” . One key to 
“ Lambda Architecture ” is that data is all stored as append 
only and immutable . Operations are performed on data in 
batches and also in real - time . The “ CAP Theorem ” still 
applies in “ Lambda Architecture ” , and data is eventually 
consistent . However , timestamped batch processing pro 
vides a reference point for the eventual consistency . 
[ 0059 ] A simple “ Lambda Architecture ” example is to 
imagine a process that counts how many times a particular 
word has been tweeted through all history . Thousands of 
tweets are being generated every second . In this hypothetical 
example , the number of times a word occurs in all tweets for 
a given hour is counted by a batch process . Each hour , the 
total count is added to the previous total to maintain a 
running hourly total . Suppose in the middle of an hour , a 
user wants to query the total real - time count . To generate the 
answer , a real - time process counts the number of times the 
word occurred in all tweets during the past partial hour ( not 
yet included in the hourly batch processing ) . The real - time 
process then adds that number to the total count calculated 
from hourly batch processing history . 
[ 0060 ] It is possible for this real - time count to be inaccu 
rate , and inconsistent with the actual number of times a word 
was tweeted . For example , if a user generated the tweet 
immediately before the count query was executed , the new 
tweet might not get counted in the total . However , the hourly 
batch processing gives a consistent and accurate count for a 
given point in time , so a user knows that the count must be 

equal to the total count at the end of the last hour plus the 
real - time running total count for this partial hour only . 
[ 0061 ] Some embodiments make use of techniques found 
in “ Lambda Architecture ” in order to create an immutable 
transaction log and balance sheet of assets that can scale to 
millions of transactions per second . The architecture is 
highly scalable , fault tolerant , highly available , and updated 
in real - time . 
[ 0062 ] Two distributed clusters of services are set up to 
handle the incoming transaction stream . These two services 
are the “ Workers ” and the “ Supervisors ” . Workers are 
responsible for taking each transaction report in the stream 
and processing them . Each report is processed for both the 
transaction log and balance sheet . In addition , the balance 
sheet and transaction logs each have batch jobs , real - time 
jobs . Enough workers are spawned to handle the real - time 
load . For example , if it takes a worker one second to process 
a report completely , and 1000 reports are generated per 
second , at least 1000 workers are spawned to process jobs , 
or a backlog will occur . The system scales workers dynami 
cally to handle larger loads during peak transaction volume 
times . 
[ 0063 ] Supervisors have several roles in supervising the 
workers . Supervisors ensure that reports are allocated cor 
rectly to worker processes so that each job is only processed 
once , and the work is spread out to all available workers in 
parallel . Supervisors coordinate how messages are passed 
between workers . A report may need to go through several 
steps , from several different workers before it is processed . 
Supervisors check for failures and try to replay failed jobs . 
Jobs may fail for any number of reasons , including a worker 
being powered - off mid - job . Checking for , and replaying 
failed jobs gives this system fault tolerance . 
100641 . The workers and supervisors take reports from the 
transaction stream in order to build a transaction log , and a 
balance sheet . The transaction log is simply an append - only 
immutable log of incoming transactions . Every so often , the 
latest transaction events are appended the full history of 
transaction log events from batch processing . This is one 
location where the “ Lambda architecture ” is utilized . Until 
the recent transaction events are appended across every node 
on the primary ledger , the system approximates to provide 
traders with estimated data . 
[ 0065 ] Each batch process creates a new timestamped 
immutable transaction log . A hashing algorithm such as a 
SHA256 Checksum can be run on the transaction log . The 
checksum can then be appended to the transaction log , or 
kept outside the transaction log in a checksum log . A 
checksum helps to audit and ensure that data in the trans 
action log is not changed . 
[ 0066 ] Occasionally , it may be desirable to prune the 
transaction log for disk space savings . In order to allow for 
this , checksums may be created on a rolling basis . For 
example , if checksums are generated hourly , weekly , and 
monthly , log data older than a month can be dropped from 
a working transaction log ( and possibly archived ) , while still 
using existing checksums to audit current log data . 
[ 0067 ] In addition to a transaction log , a balance sheet is 
also generated by worker processes . The balance sheet 
creates a record with the total amount an account holds of 
any given asset . For each transaction , an amount changes on 
a balance sheet for one or possibly several assets . However , 
data is never mutated on these balance sheets . Rather , the 
amount value for each asset is timestamped . When the value 
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changes , a new record is created and appended to the 
balance sheet with the current timestamp . 
[ 0068 ] In order to query the most recent balance sheet 
records , the system only return the most recent record for 
each asset . 
[ 0069 ] Like transaction logs , balance sheets can be 
hashed , and the hash can be recorded for audit purposes . In 
addition , old balance sheet data can be discarded and 
archived when it is deemed no longer needed for a given 
application . 
[ 0070 ] Balance sheet audit hashes and transaction log 
audit hashes can be appended to an audit hash file . This file 
itself can be hashed , and the resulting checksum can be used 
to guarantee the integrity of an enormous number and size 
of records . 
[ 0071 ] It is possible for a short window of time to double 
spend assets . For example , where a user has $ 1000 on a 
balance sheet , and would like to withdraw that $ 1000 twice . 
If that 2 workers process append a withdraw transaction to 
the transaction log , and update the balance sheet at exactly 
the same instant . 
[ 0072 ] Accordingly , there is also an error checking worker 
process . After the double - spend occurs , the error checking 
worker will discover the error . The error checking worker 
then applies a transaction to the transaction log to reverse an 
invalid transaction , and the error checking worker then 
updates the balance sheet . 
[ 0073 ] Additionally , business logic that reads the balance 
sheets can be programmed to only trust data older than a few 
seconds . Accounts with high numbers of transaction rever 
sals could also be frozen and manually investigated for 
fraud . 
[ 0074 ] FIG . 7 illustrates the default fallback position if the 
system determines the clearing instructions are invalid as 
may occur in some embodiments . More specifically , some 
embodiments provide that a system ( e . g . , system 600 of FIG . 
6 ) determines whether the necessary conditions are met in 
order to use the " fast track ” settlement process described 
herein . For example , the system may determine whether the 
cryptographic signature of the order is valid ( i . e . , matches 
the cryptographic private key owned by the broker ) . If the 
system determines conditions are not met ( e . g . , signature 
invalid ) , then the trade simply reverts back to the traditional 
three - day settlement process , which is described in - depth 
above with respect to FIGS . 1 - 4 . 
[ 0075 ] FIG . 8 is a flow diagram of a process 800 for 
enabling gross settlement of executed trades in real - time 
according to various embodiments . At step 802 , numerous 
brokers include cryptographically - signed clearing instruc 
tions with an order to be executed by an exchange . In some 
embodiments , each trade includes various cryptographic 
keys that are used to verify each of the parties to a trans 
action . For example , an order can include the private key of 
the seller , public key of the seller , and public key of the 
buyer . A public and private key pair includes two uniquely 
related cryptographic keys . As described above , the public 
key is generally published periodically and made available 
to those that use the system ( e . g . , brokers ) . The private key , 
however , remains confidential to its respective owner ( e . g . , 
a particular broker ) . Because each public / private key pair is 
mathematically related , the public key can only by 
decrypted by the “ matching ” private key . 
[ 0076 ] At step 804 , a plurality of trades across the moni - 
tored network are executed by the exchange . At step 806 , the 

exchange generates a stream of trade reports summarizing 
the transactions . At step 808 , the clearing instructions are 
processed and transmitted to the appropriate clearing broker 
( s ) . At step 810 , the trade report and / or signed clearing 
instructions are processed and observed by a plurality of 
worker programs and supervisor programs each running on 
one of a plurality of nodes associated with the primary 
ledger . Processed transactions are placed into data blocks on 
the primary ledger . Each transaction in a data block is 
cryptographically signed with public and / or private keys that 
allow various parties ( e . g . , brokers , settlement system ) to 
decrypt the transaction . 
[ 0077 ] At step 812 , the primary ledger propagates through 
to the lower tiered ledgers . Only data blocks relevant to the 
lower tier ledgers is propagated to each individual lower tier 
ledger . This enables the lower tier ledgers to be more light 
weight and require less disk space . Transactions that occur 
across more than one lower tier ledger include instructions 
in the transaction record that provide reference to the other 
lower tier ledgers . In this way , to view the entire transaction 
record , one may view the primary ledger , or view the 
combination of relevant data blocks on the relevant lower 
tier ledgers . to the settlement system , which can then verify 
the validity of the order by analyzing the encrypted signa 
ture . As shown at step 814 , If the settlement system deter 
mines the cryptographic signatures are valid , the order will 
proceed using the “ fast track ” settlement system described 
herein , as shown at step 816 . However , the order will revert 
to using the traditional three - day settlement process if the 
system determines the signature is invalid ( e . g . , from pos 
sible tampering ) , as shown at step 818 . Valid signatures will 
cryptographically match and no error will appear in the 
ledger . Non - matching signatures at one node will not propa 
gate to other nodes and the consensus of the primary ledger 
ignores the erroneous node until that node is repaired . 
[ 0078 ] Consequently , the process 800 allows every broker 
transaction to be tracked and recorded using a cryptographic 
ledger infrastructure . Moreover , the process 800 is able to 
ensure validity by verifying the cryptographic key ( s ) used 
for each order . Highly decentralized and redundant verifi 
cation makes broker review unnecessary , thereby signifi 
cantly reducing the time needed to deliver securities . 
[ 0079 ] FIG . 9 is a communication chart describing an 
investment manager interacting with an order management 
system . A Investment manager 902 , such as BlackRock , or 
other equivalent , uses existing order entry software that has 
a settlement FIX Tags 904 . In some embodiments a settle 
ment FIX tag 904 is a short hash of 30 - 50 characters . Once 
received , in order entry software , the settlement FIX tag 904 
is matched up with further settlement instructions which 
include many more characters . The signed order instructions 
must match the original settlement FIX tag 904 when hashed 
to show the instructions are genuine . 
[ 0080 ] The settlement FIX Tag 904 allows the trader 902 
to link an order to a funding asset recorded on tertiary ledger 
( e . g . ledger 608 of FIG . 6 ) 908 . The settlement FIX Tag 904 
will authorize a broker 906 , such as Morgan Stanley or other 
equivalent , to send settlement instructions to an order man 
agement system 908 , and instruct the order management 
system ( OMS ) 910 to straight - through - process ( STP ) and 
real - time gross settle ( RTGS ) the trade . The instructions are 
encrypted and hashed to reduce latency . An order routing 
system ( ORS ) 912 selects available shares for the broker 
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906 , and a trade management system ( TMS ) 914 reports the 
trade to the primary ledger ( e . g . ledger 602 of FIG . 6 ) . 
10081 ] The trader 902 will have a copy of the tertiary 
ledger 908 on their server or PC . During order entry , 
settlement system software designates funding assets on the 
tertiary ledger , locking that asset to the order . Ledger soft 
ware creates a new data block on that tertiary ledger 908 and 
moves the funding asset out of an " available ” account to a 
" locked ” account . For example , if the trader ' s 902 tertiary 
ledger shows 1 , 000 shares of ABC stock available , and the 
trader 902 enters a limit order to sell 200 ABC , then 200 
ABC is moved into a “ locked account . Which 200 shares 
[ 0082 ] The movement of 200 ABC to a locked account is 
propagated through all levels and tiers of ledgers , establish 
ing a consensus . This prevents double spending , eliminating 
counterparty risk . ( If the trade is canceled , the locked ABC 
will move back to the available for sale account . ) When a 
trade is executed the ORS 912 uses settlement instructions 
and authorizations to STP and clear the trade . The TMS 914 
then RTGS ( reduce locked ABC , increase cash vs . the 
counter party ) , by applying ledger updates to the primary 
ledger and propagating the updates to lower tier ledgers , 
establishing a new consensus . The Investment Manager 902 
cannot mistakenly sell something not owned , trades STP and 
RTGS reducing risk and settlement costs . 
[ 0083 ] FIGS . 10 and 11 are a communication chart 
describing a broker interacting with an order management 
system and a communication chart describing a broker 
executing trades . An executing broker , such as Morgan 
Stanley or an equivalent , runs an order 1002 through the 
Order Management System ( OMS ) 1004 which checks the 
Client Master List and Security Master List . An embodiment 
of that order 1002 will include a settlement FIX tag 1003 . 
Simultaneously , the OMS 1004 will send the settlement FIX 
tag 1003 to a new Hardware Security Module ( HSM ) 1006 , 
the HSM 1006 is a software module installed in the broker ' s 
data center . 
[ 0084 ] The HSM 1006 will receive , process and send the 
settlement FIX tag 1003 to the Order Routing System ( ORS ) 
1008 . When accepting settlement FIX tags 1003 , the ORS 
1008 confirms the broker has instructions , but does not 
attach them for latency reasons . The ORS 1008 additionally 
signs transactions with varying public keys that change 
based on assets sold . Encrypting instructions within the ORS 
1008 prevents information leakage , and hashing reduces 
data transfer and latency . The executing broker ' s ORS 1008 
sends the order out for best execution . 
[ 0085 ] The ORS 1008 also receives legacy FIX messages 
1010 . Legacy messages 1010 are still processed at the T + 3 
rate . 
10086 ] FIG . 11 illustrates the same process as FIG . 10 in 
flowchart form . 
[ 0087 ] FIG . 12 is a communication chart describing 
actions taken by an exchange . The exchange 1202 receives 
an order and recognizes the settlement FIX tag . The 
exchange forwards a copy of the trade report 1204 to the 
ledger based clearing system 1206 . Because the settlement 
FIX tag has been encrypted and hashed , only ledger based 
clearing system can see the data , so there is no information 
leakage . Exchanges will benefit because industry partici 
pants will prefer exchanges that support . STP and RTGS . 
Exchanges will also cuts costs of managing trade fails . 
10088 ] FIG . 13 is a communication chart describing how 
a clearing broker interacts with a dark pool exchanges . The 

procedure is very similar to those of FIG . 12 . Dark pools 
1302 send trade reports 1304 to clearing brokers 1306 . The 
clearing broker installs the same software that exchanges use 
to forward the trade report to the ledger based clearing 
system 1308 . Clearing brokers 1306 will benefit because 
dark pools 1302 will prefer exchanges that support STP and 
RTGS . Clearing brokers 1306 also cut costs related to 
managing trade fails . 
10089 ) FIG . 14 is a communication chart describing clear 
ing system interaction with an external system nodes . Led 
ger based clearing system 1402 receives trade reports 1404 
from the exchange 1406 , and uses the settlement FIX tags 
1408a - b ( which are 40 - character hashes ) to request settle 
ment instructions1410a - b from executing brokers through 
each respective system node 1412a - b . Settlement instruc 
tions 1410a - b are often 1200 + characters in length ; accord 
ingly , transferring 40 character hashes is much faster and 
less demanding on latency . The system nodes 1412a - b 
collect settlement instructions from the client master list , 
and reply to the ledger based clearing system 1402 using 
brokers ' encrypted signatures . The signed order instructions 
1410a - b must match the original 40 character hash 1408a - b , 
when hashed . The Clearing system 1402 effects RTGS by 
updating ledgers on the primary ledger L1 and propagating 
changes to lower tier ledgers L2 - L5 . The ledger based 
clearing system 1402 internalizes settlement , and depository 
trust corporation ( DTC ) records do not change . 
[ 0090 ] FIG . 15 is a block diagram describing an embodi 
ment of tiers of cryptographic ledgers . Each block represents 
a level of append - only cryptographic ledger . At the first level 
L1 , there is only a single primary ledger . Every level above 
that branches out into exponentially more ledgers . L1 - L3 
comprise the primary , secondary , and tertiary ledgers . L3 - L5 
comprise the three levels of tertiary ledger . 
[ 0091 ] Investment Mangers hold stock at Custodians . Cus 
todians ' relationships with their clients do not change . 
Custodians continue to service their clients and their clients ' 
assets . Custodians can now provide enhanced services to 
their clients by offering STP and RTGS . Custodians can 
administer assets more efficiently on Secondary ledgers L2 . 
Custodians will instruct DTC to move securities onto the 
primary ledger L1 . By holding securities for multiple cus 
todians , the primary ledger L1 can internalize and RTGS 
trades that would otherwise settle at DTC . The primary 
ledger uses brokers ' encrypted signatures to STP clear 
trades , and apply ledger updates to the primary ledger L1 to 
achieve RTGS . Ledger updates will automatically propagate 
lower tier ledgers L2 - L5 . 
10092 ] The Custodians , Investment Managers , families of 
funds and individual traders can view and move assets based 
on Network permissions . If a Custodian wants to offer RTGS 
to a client , the custodian will instruct DTC to deposit assets 
with the ledger based clearing system for the benefit of the 
Custodian . The ledger based clearing system records the 
securities on the primary ledger L1 . This can be done 
promptly . If an executed trade does not have settlement FIX 
Tags for both sides , the settlement diverts to DTC . In this 
case , the ledger based clearing system will deliver the 
securities to DTC for the Custodian ' s account . 
[ 0093 ] When reporting to their clients , Custodians will 
provide consolidated reports showing assets held directly at 
DTC and at DTC through the ledger based clearing system . 
( 0094 ] In some embodiments , settlement banks open 
accounts with the ledger system ' s Interbank Settlement 
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System ( ISS ) . Settlement Banks will instruct the Fed , using 
Fedwire , to fund the accounts at ISS on a daily basis . The 
ledger system will record funds deposited with ISS on the 
primary ledger L1 , and propagate through the lower tier 
ledgers L2 - L5 as appropriate before the start of trading . 
[ 0095 ] Traders can then place orders using settlement FIX 
tags , which will move cash required to settle trades to a 
locked account on a low level tertiary ledger L5 . When 
trades are executed , the ledger based clearing system acts as 
“ Settlement Agent ” and sends ledger updates to ISS . ISS 
then sends ledger updates to settlement banks in real time . 
At the end of the day , the ledger system will send all funds 
back to the Settlement Bank ' s account at the Fed , so their 
account at ISS is flat overnight . 
[ 0096 ] FIG . 16 is a block diagram describing regulatory 
communication . Distributed ledgers , build consensus on 
private nodes . A sufficient number of private nodes are 
utilized to satisfy SEC and FINRA regulation . Nodes can 
also be maintained by the SEC , FINRA , an auditor , and 
others . Special ledgers that containing hashed data are made 
available for audit purposes . The entire history of the 
cryptographic ledgers can be audited and confirmed by 
regulators and accountants in real time , any time , against 
immutable content . The ledger system makes secondary 
ledgers L2 available to DTCC so the DTCC can service 
custodian assets directly . 
[ 0097 ] FIG . 17 is a block diagram with exemplary com 
ponents of a settlement system 1700 for accelerating the 
settlement process . According to the embodiment shown in 
FIG . 17 , the system 1700 can include one or more processors 
1702 , a communication module 1704 , an encryption module 
1706 , a validation module 1708 , an update module 1710 , an 
affirmation module 1712 , and a storage 1714 that includes a 
first storage module , second storage module , etc . , through an 
Nth storage module . Other embodiments of the settlement 
system 1700 may include some , all , or none of these 
modules and components , along with other modules , appli 
cations , and / or components . Still yet , some embodiments 
may incorporate two or more of these modules into a single 
module and / or associate a portion of the functionality of one 
or more of these modules with a different module . 
[ 0098 ] The communication module 1704 can be config 
ured to receive encrypted orders , signed authorizations , 
trade reports , etc . , from one or more exchanges . The com 
munication module 1704 may be configured to receive the 
aforementioned materials in real - time ( i . e . , immediately or 
shortly after the order is placed by the broker ) or at pre 
determined time intervals . Real - time transmission through 
out the day is generally preferred because it lessens settle 
ment risk . 
[ 0099 ] The encryption module 1706 bundles trade reports 
and signed instructions into the primary ledger , as well as 
encrypt each data block on the primary ledger using one or 
more cryptographic public and private keys . Using a pri 
mary ledger , the encryption module 1706 may be able to 
create an unlimited number of lower tier , secondary and 
tertiary ledgers , which contain a subset of global trade 
orders . Each data block typically represents a set of updates 
( e . g . , trades ) to be made to the accounts of various brokers . 
However , the orders may also be grouped by broker ( s ) 
using , for example , the cryptographic public keys . 
[ 0100 ] When a trade reports are received by a node in the 
settlement system 1700 , the validation module 1708 can 
determine whether the signature is valid . That is , whether the 

signature matches the cryptographic private key owned by 
the broker . An update module 1710 can be configured to 
generate and transmit account updates for various custodi 
ans . In some embodiments , the custodians are able to access 
a balance audit or ledger that includes all past transactions 
associated with the custodian . 
10101 ] An affirmation module 1712 , together with the 
validation module 1708 , can determine whether a particular 
trade is eligible for the “ fast track ” settlement process . For 
example , if the validation module 1708 determines the 
signature does not match the broker ' s private key , the 
affirmation module 1712 can reject the trade . When a trade 
is rejected , traditional settlement process is used . However , 
if the validation module 1708 determines the signature does 
match the broker ' s private key , the affirmation module 1712 
can flag or tag the trade , which indicates the trade has been 
verified and is eligible for the " fast track ” settlement pro 
cess . 
101021 Storage 1714 can be any device or mechanism used 
for storing information . Storage 1714 may be used to store 
instructions for running one or more applications or modules 
( e . g . , encryption module 1706 , validation module 1708 ) on 
processor ( s ) 1702 . In some embodiments , the storage 1714 
includes various cryptographic public and private keys used 
for validation , ledger records of transactions , audit log ( s ) of 
transactions for a particular broker or custodian , etc . 
[ 0103 ] FIG . 18 is a block diagram illustrating an example 
of a computing system 1800 in which at least some opera 
tions described herein can be implemented . The computing 
system may include one or more central processing units 
( processors ” ) 1802 , main memory 1806 , non - volatile 
memory 1810 , network adapter 1012 ( e . g . , network inter 
faces ) , video display 1818 , input / output devices 1820 , con 
trol device 1822 ( e . g . , keyboard and pointing devices ) , drive 
unit 1024 including a storage medium 1826 , and signal 
generation device 1830 that are communicatively connected 
to a bus 1816 . The bus 1816 is illustrated as an abstraction 
that represents any one or more separate physical buses , 
point to point connections , or both connected by appropriate 
bridges , adapters , or controllers . The bus 1816 , therefore , 
can include , for example , a system bus , a Peripheral Com 
ponent Interconnect ( PCI ) bus or PCI - Express bus , a Hyper 
Transport or industry standard architecture ( ISA ) bus , a 
small computer system interface ( SCSI ) bus , a universal 
serial bus ( USB ) , IIC ( 12C ) bus , or an Institute of Electrical 
and Electronics Engineers ( IEEE ) standard 1394 bus , also 
called “ Firewire . " 
[ 0104 ] In various embodiments , the computing system 
1800 operates as a standalone device , although the comput 
ing system 1800 may be connected ( e . g . , wired or wire 
lessly ) to other machines . In a networked deployment , the 
computing system 1800 may operate in the capacity of a 
server or a client machine in a client - server network envi 
ronment , or as a peer machine in a peer - to - peer ( or distrib 
uted ) network environment . 
[ 0105 ] The computing system 1800 may be a server 
computer , a client computer , a personal computer ( PC ) , a 
user device , a tablet PC , a laptop computer , a personal digital 
assistant ( PDA ) , a cellular telephone , an iPhone , an iPad , a 
Blackberry , a processor , a telephone , a web appliance , a 
network router , switch or bridge , a console , a hand - held 
console , a ( hand - held ) gaming device , a music player , any 
portable , mobile , hand - held device , or any machine capable 
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of executing a set of instructions ( sequential or otherwise ) 
that specify actions to be taken by the computing system . 
[ 0106 ] While the main memory 1806 , non - volatile 
memory 1810 , and storage medium 1826 ( also called a 
“ machine - readable medium ) are shown to be a single 
medium , the term “ machine - readable medium " and " storage 
medium ” should be taken to include a single medium or 
multiple media ( e . g . , a centralized or distributed database , 
and / or associated caches and servers ) that store one or more 
sets of instructions 1828 . The term “ machine - readable 
medium ” and “ storage medium ” shall also be taken to 
include any medium that is capable of storing , encoding , or 
carrying a set of instructions for execution by the computing 
system and that cause the computing system to perform any 
one or more of the methodologies of the presently disclosed 
embodiments . 
[ 0107 ] In general , the routines executed to implement the 
embodiments of the disclosure , may be implemented as part 
of an operating system or a specific application , component , 
program , object , module or sequence of instructions referred 
to as “ computer programs . ” The computer programs typi 
cally comprise one or more instructions ( e . g . , instructions 
1804 , 1808 , 1828 ) set at various times in various memory 
and storage devices in a computer , and that , when read and 
executed by one or more processing units or processors 
1802 , cause the computing system 1800 to perform opera 
tions to execute elements involving the various aspects of 
the disclosure . 
[ 0108 ] . Moreover , while embodiments have been 
described in the context of fully functioning computers and 
computer systems , those skilled in the art will appreciate that 
the various embodiments are capable of being distributed as 
a program product in a variety of forms , and that the 
disclosure applies equally regardless of the particular type of 
machine or computer - readable media used to actually effect 
the distribution . 
[ 0109 ] Further examples of machine - readable storage 
media , machine - readable media , or computer - readable ( stor 
age ) media include , but are not limited to , recordable type 
media such as volatile and non - volatile memory devices 
1810 , floppy and other removable disks , hard disk drives , 
optical disks ( e . g . , Compact Disk Read - Only Memory ( CD 
ROMS ) , Digital Versatile Disks , ( DVDs ) ) , and transmission 
type media such as digital and analog communication links . 
[ 0110 ] The network adapter 1812 enables the computing 
system 1800 to mediate data in a network 1814 with an 
entity that is external to the computing device 1800 , through 
any known and / or convenient communications protocol 
supported by the computing system 1800 and the external 
entity . The network adapter 1812 can include one or more of 
a network adaptor card , a wireless network interface card , a 
router , an access point , a wireless router , a switch , a multi 
layer switch , a protocol converter , a gateway , a bridge , 
bridge router , a hub , a digital media receiver , and / or a 
repeater . 
10111 ] The network adapter 1812 can include a firewall 
which can , in some embodiments , govern and / or manage 
permission to access / proxy data in a computer network , and 
track varying levels of trust between different machines 
and / or applications . The firewall can be any number of 
modules having any combination of hardware and / or soft 
ware components able to enforce a predetermined set of 
access rights between a particular set of machines and 
applications , machines and machines , and / or applications 

and applications , for example , to regulate the flow of traffic 
and resource sharing between these varying entities . The 
firewall may additionally manage and / or have access to an 
access control list which details permissions including for 
example , the access and operation rights of an object by an 
individual , a machine , and / or an application , and the cir 
cumstances under which the permission rights stand . 
[ 0112 ] Other network security functions can be performed 
or included in the functions of the firewall , can include , but 
are not limited to , intrusion - prevention , intrusion detection , 
next - generation firewall , personal firewall , etc . 
[ 0113 ] The techniques introduced herein can be embodied 
as special - purpose hardware ( e . g . , circuitry ) , or as program 
mable circuitry appropriately programmed with software 
and / or firmware , or as a combination of special - purpose and 
programmable circuitry . Hence , embodiments may include a 
machine - readable medium having stored thereon instruc 
tions which may be used to program a computer ( or other 
electronic devices ) to perform a process . The machine 
readable medium may include , but is not limited to , floppy 
diskettes , optical disks , compact disk read - only memories 
( CD - ROMs ) , magneto - optical disks , read - only memories 
( ROMs ) , random access memories ( RAMs ) , erasable pro 
grammable read - only memories ( EPROMs ) , electrically 
erasable programmable read - only memories ( EEPROMs ) , 
magnetic or optical cards , flash memory , or other type of 
media / machine - readable medium suitable for storing elec 
tronic instructions . 
[ 0114 ] FIG . 19 is a block diagram of the system architec 
ture of append - only ledger generation software 1902 . The 
ledger software 1902 uses a set of microservices to work 
together in an efficient , scalable architecture . At the time of 
filing , the Blockchain ledger of Bitcoin famously only 
processes seven transactions per second . Seven a second is 
not sufficient to handle the peak load of securities transac 
tions . Unlike other Block Chains , such as the Bitcoin 
Blockchain , the ledger software 1902 does not include Proof 
of Work , Mining , Proof of Stake , or any form of Byzantine 
Fault Tolerance . 
[ 0115 ] The ledger software 1902 and microservices 
therein operate on a plurality of computer systems and 
communicate with one another in a distributed computing 
fashion . The services are described below and include 
signature verifiers 1904 , transaction batchers 1906 , block 
makers 1908 , which all serve clients 1910 . A number of each 
microservice 1904 - 1908 is instanced as required by the 
scaled needs of the system and implemented on computer 
system hardware as appropriate . The comparative relation of 
the number of each microservice 1904 - 1908 to one another 
is non - fixed and is dependent on processing power specifi 
cations of the computer hardware each microservice 1904 
1908 is instanced on . Clients 1910 generate transactions 
( abbreviated as “ Tx ” on figures ) and communicate with the 
ledger software 1902 . 
[ 0116 ] FIG . 20 is a block diagram of transaction verifica 
tion , batching and block generation . Verifying signatures on 
transactions 2002 is a computationally expensive process . 
However , the problem of verifying many signatures is also 
parallel in nature . meaning that the computational work is 
easily divided and there is no dependency or need for 
communication between signature verifiers 1902 . Because 
signature verification is so expensive computationally , high 
speed signature systems are preferred . A public example of 
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a high speed key signature system is Ed25519 , though there 
are suitable cryptographic key systems known in the art . 
[ 0117 ] A signature verification process 2004 receives a 
transaction messages 2002 each including a signature and 
public key as an input . If the signature does not match the 
public key in the transaction message mathematically 
through the chosen signature cryptography scheme , the 
signature verification process 2004 handles the input as an 
error . If the signature is verified , the signature verification 
process 2004 handles the input as verified , and passes it 
along to the next step . Verified signed messages are passed 
to transaction batchers 1906 . 
[ 0118 ] Transaction batchers 1906 perform operations on 
batches of input before passing it to a block maker . Of note , 
batching operations 2006 are independent of variable sig 
nature verifiers 1904 , thus the output of the signature veri 
fiers 1906 are not dependent on one another . Examples of 
batching operation 2006 parameters include compressing 
transactions after every X transactions , or after every Y 
milliseconds have passed . A compressed group of transac 
tions are passed on to a block maker 1908 . 
101191 A block maker 1908 takes as input compressed 
batches of transactions with verified signatures . The block 
maker 1908 stores each input in a linked - list that represents 
the data of the current block being written . A block repre 
sents data written in a specific window of time . blocks must 
be written after the previous block , and before the subse 
quent block in a block chain . 
[ 0120 ] In an illustrative example , a new block is created 
each second . The block maker 1908 uses a Key - Value 
Storage system , where the key is used to designate the block 
time window , and the value is the linked - list of compressed 
verified transaction data . 
[ 0121 ] The block maker 1908 generates the Merkle Root 
of a block by running a cryptographic hash function on the 
data in the current block and the previous block ' s Merkle 
root . There is of course an exception to the block hashing for 
the first block posted on the append - only ledger . The first 
block cannot have a previous block ' s Merkle root because 
there is no previous block . In this case , an empty string can 
be used as the previous Merkle root , or any static value can 
also be used . 
10122 ] In order to accommodate a high transaction rate , 
ledger transactions are recorded using volatile , high speed , 
memory , such as RAM . Data persistence is achieved by 
flushing the in - memory working set of data to a permanent 
storage device periodically . To achieve these operations , 
“ fsync ” type methods can perform this operation once per 
second . 
[ 0123 ] FIG . 21 is a block diagram of distributing additions 
to the append - only ledger . In the displayed example , there 
are a plurality of block makers 1908 as well as the data 
structure 2100 for the append - only ledger . As a result that 
block makers 1908 process a hash function on a set of data 
including the hash of the previous block , block creation is 
difficult computational work to parallelize . As discussed 
above , data consistency over a large network is time inten 
sive , and using a structure which plans eventual consistency 
of the data is more scalable . 
[ 0124 ] In order to scale , the ledger data structure 2100 
shards the total of incoming transactions into many blocks 
2102 . After transactions are sharded into blocks , a single , 
metadata block 2104 is created from just the hash of the 

transaction blocks . Because much less data is contained in 
the metadata block 2194 , generation is faster than for the 
transaction blocks 2102 . 
0125 ] In operation the block makers 1908 are split into 2 
groups , those block makers 1908A generating transaction 
blocks 2102 and the relatively few block makers 1908B 
generating metadata blocks 2104 . While the figure displays 
a 3 to 1 ratio , this is merely illustrative and the actual ratio 
depends on the hardware performance . In an arbitrary 
example , if the block makers 1908A process 1000 batched 
transactions a second , each including the Merkle root of the 
data for 1000 transactions and the hash of the previous 
block . Then the block maker 1908B obtains the Merkle root 
for the most recent set of transaction blocks 2102 in order to 
generate the metadata block 2104 . 
10126 ] In a more specific illustrative example , a first 
metablock at an arbitrary point in the ledger has a hash value 
of “ meta _ hash _ 1 . ” The plurality of transactions processed in 
the following second are processed by three block makers 
1908A and have the Merkle root of the transaction data 
combined with meta _ hash _ 1 . The respective has values here 
are Tx _ hash _ 1 , Tx _ hash _ 2 , and Tx _ hash _ 3 . 
[ 0127 ] After , the meta block maker 1908B generates a 
metadata block 2104 which includes the Merkle root of the 
3 transaction block 2102 hashes ( Tx _ hash _ 1 , Tx _ hash _ 2 , 
and Tx _ hash _ 3 ) . The new value is Meta _ hash _ 2 . Because 
there is significantly less data to be hashed in the creation of 
the metadata block 2104 , this block is created significantly 
faster and additional time may elapse to allow for the block 
makers 1908A to complete each ’ s respective transaction 
processing work . In this way distributed work dependency is 
limited to a single , or relatively few meta block makers 
1908B , which is expected to complete work faster than the 
transaction block makers 1908A . 
( 0128 ] In the subsequent round of transactions , the three 
block makers 1908 A generate the Merkle root of the second 
round of transaction data combined with meta _ hash _ 2 . The 
respective has values here are Tx _ hash _ a , Tx _ hash _ b , and 
Tx _ hash _ c . Those hash values are then used to generate 
Meta _ hash _ 3 . 
10129 ] In some embodiments , there are a number of 
append - only ledgers which are organized in tiers wherein 
each tier receives a certain percentage of the incoming 
transaction data where the highest tier receives all the 
transaction data and the lowest tier receives the smallest 
percentage of the incoming transaction data . 

Remarks 
[ 0130 ] The foregoing description of various embodiments 
of the claimed subject matter has been provided for the 
purposes of illustration and description . It is not intended to 
be exhaustive or to limit the claimed subject matter to the 
precise forms disclosed . Many modifications and variations 
will be apparent to one skilled in the art . Embodiments were 
chosen and described in order to best describe the principles 
of the invention and its practical applications , thereby 
enabling others skilled in the relevant art to understand the 
claimed subject matter , the various embodiments , and the 
various modifications that are suited to the particular uses 
contemplated . 
[ 0131 ] While embodiments have been described in the 
context of fully functioning computers and computer sys 
tems , those skilled in the art will appreciate that the various 
embodiments are capable of being distributed as a program 
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product in a variety of forms , and that the disclosure applies 
equally regardless of the particular type of machine or 
computer - readable media used to actually effect the distri 
bution . 
[ 0132 ] Although the above Detailed Description describes 
certain embodiments and the best mode contemplated , no 
matter how detailed the above appears in text , the embodi 
ments can be practiced in many ways . Details of the systems 
and methods may vary considerably in their implementation 
details , while still being encompassed by the specification . 
As noted above , particular terminology used when describ 
ing certain features or aspects of various embodiments 
should not be taken to imply that the terminology is being 
redefined herein to be restricted to any specific characteris 
tics , features , or aspects of the invention with which that 
terminology is associated . In general , the terms used in the 
following claims should not be construed to limit the inven 
tion to the specific embodiments disclosed in the specifica 
tion , unless those terms are explicitly defined herein . 
Accordingly , the actual scope of the invention encompasses 
not only the disclosed embodiments , but also all equivalent 
ways of practicing or implementing the embodiments under 
the claims . 
0133 ] The language used in the specification has been 
principally selected for readability and instructional pur 
poses , and it may not have been selected to delineate or 
circumscribe the inventive subject matter . It is therefore 
intended that the scope of the invention be limited not by this 
Detailed Description , but rather by any claims that issue on 
an application based hereon . Accordingly , the disclosure of 
various embodiments is intended to be illustrative , but not 
limiting , of the scope of the embodiments , which is set forth 
in the following claims . 

1 . A method for establishing consensus of security trans 
actions in a settlement network , the method comprising : 

receiving an order from a first trader containing a request 
for a trade order , the trade order executed by an 
exchange ; 

matching , by a worker program , the received order with 
a second trader involved in the trade order ; 

processing , by the worker program , the trade order to 
generate a processed transaction record ; 

generating , by the worker program , a trade report based 
on the processed transaction record and containing a 
record of the trade ; 

generating , by the worker program , a data block for 
recording the trade report in a primary consensus - based 
ledger ; and 

storing , by the worker program , the generated data block 
to the primary consensus - based ledger . 

2 . The method of claim 1 , further comprising : receiving a 
cryptographic signature included in the order that validates 
the executed trade order by the exchange . 

3 . The method of claim 2 , further comprising : propagating 
the generated data block to a plurality of nodes storing the 
primary consensus - based ledger . 

4 . The method of claim 1 , further comprising : receiving a 
cryptographic signature included in the trade order that does 
not validate the executed trade order by the exchange 

5 . The method of claim 4 , further comprising : ignoring the 
generated data block . 

6 . The method of claim 1 , wherein processing the trade 
report includes verifying a cryptographically - signed instruc 

tion included in the trade report based upon a public key that 
identifies the trader participating in the transaction . 

7 . The method of claim 1 , wherein the primary consensus 
based ledger is implemented as an append - only ledger , 
wherein a copy of the append - only ledger is stored on more 
than one computer in a distributed computing system . 

8 . The method of claim 7 , wherein the primary consensus 
based ledger includes a transaction log for storing incoming 
transactions . 

9 . The method of claim 7 , wherein the primary consensus 
based ledger includes a balance log for storing a record with 
the total amount an account holds of any given asset . 

10 . The method of claim 1 , wherein a data block corre 
sponding to a trade order involving a first participant is 
transferred to a secondary ledger associated with the first 
participant . 

11 . The method of claim 1 , wherein the trade report 
includes a cryptographic signature . 

12 . The method of claim 1 , wherein the cryptographic 
signature is signed and validated using a public and private 
key pair . 

13 . The method of claim 1 , wherein the generated data 
block indicates data to be added to the primary consensus 
based ledger . 

14 . The method of claim 13 , wherein the trade report 
indicates a trade order that each participant of the trade order 
believes has been agreed upon . 

15 . The method of claim 1 , wherein the trade report 
indicates amounts stored in the participant ' s account that are 
locked and amounts stored in the participant ' s account that 
are available . 

16 . The method of claim 15 , wherein the participant ' s 
account is stored in a secondary consensus - based ledger , 
wherein the secondary consensus - based ledger supplements 
the primary cryptographic append - only ledger . 

17 . The method of claim 15 , wherein the trade report 
indicates a trade order involving amounts stored in the 
participant ' s account that are available . 

18 . The method of claim 1 , wherein the worker program 
determines whether the cryptographic signature included in 
the trade report . 

19 . The method of claim 1 , wherein the worker program 
is one of a plurality of worker programs configured to 
process the trade reports . 

20 . The method of claim 1 , wherein one or more super 
visor program assigns trade reports to the plurality of worker 
programs for processing . 

21 . A computer system for establishing consensus of 
security transactions in a settlement network , comprising : 

the computer system including a communication module 
configured to receive an order from a first trader 
containing a request for a trade order , the trade order 
executed by an exchange ; and 

the computer system including a storage module config 
ured to store instructions that cause a processor to 
perform security transaction processing steps includ 
ing : 

match the received order with a second trader involved in 
the trade order ; 

process the trade order to generate a processed transaction 
record ; and 

generate a trade report based on the processed transaction 
record and containing a record of the trade . 



US 2019 / 0180373 A1 Jun . 13 , 2019 
11 

generate a data block for recording the trade report in a 
primary consensus - based ledger , and 

store the generated data block to the primary consensus 
based ledger . 

22 . The system of claim 21 , wherein the storage module 
stores instructions that cause the processor to execute one or 
more worker programs configured to perform the security 
transaction processing steps including : matching the 
received order , processing the trade order , generating the 
trade report , generating the data block , and storing the 
generated data block . 

23 . The system of claim 22 , wherein the storage module 
stores instructions that cause the processor to execute one or 
more supervisor modules configured to distribute perfor 
mance of the security transaction processing steps . 

24 . The system of claim 21 , wherein the storage module 
stores instructions that cause the processor to propagate the 
generated data block to a plurality of nodes storing the 
primary consensus - based ledger . 

25 . The method of claim 21 , wherein the data block 
corresponding to a trade order involving a first participant is 
transferred from a primary consensus - based ledger to a 
secondary consensus - based ledger associated with the first 
participant 


